Apollo 13- Red vs. Blue Team
Penetration Testing Exercise

_—

AWS EC2 - Kali Linux - Windows Server 2022 - Wazuh SIEM

PURPOSE

Design and deploy a realistic enterprise
netwark in AWS EC2, then conduct a
controlled Red Team vs. Blue Team
cybersecurity exercise, demonstrating
real attack technologies and live
defensive monitaring against a fictional i .
company, Apolle Corporation Arpsyraius write sccess on SMB public share -

HE TWB RK AH EHITE cTu HE attackar could plant maliclous files

Kali Linux - attacker machans (1000.5103)

Blue Team: Calvin - Muhammad - Burton

KEY FINDINGS

CRITICAL

Unsivthantlcatad

AP endpoints on app server - full
employes Pil, IT tickets, and
infrastructiire inventory exfilbrated
with no credentials

SMB rull seasian shanm

= Legacy admin sarver snusiaration
= ADD Server = internal share structure axposad
« File Sarvar unsuthenticated
» Database Sarvar - Pubiic web servar [Nginx)

= Windows Server 2022 darmain condroller (AD DS

* Windows workstations [x2) The public web server's robots tut disclosed internal

paths includng fadman/, finternall, and fbackup)
provideng an atlacker a free direcbory map of

TOOLS USED et sndpoiris

Wazuh SIEM - blue team monitoring [10.0.8.207]

Feroxbuster Hikte
Mmap Gobuster L|N:2'1 Emland-“:;dr"r
L ey sty BrE,
m Hﬂ. smhclient m leaving users axposed bo
elickjacking and MIME sniffing

tcpdump  Wazuh  AWS CloudTrail attacks,

— OUTCOME
METHODOLOGY

Recon - Vulnerability discovery 5
Expdoitation —+ Post- exploitation / data
exfiltration = Impact assessment. Blue
team monitorad in real time via Wazuh g
and AWS-native 1o0s, = v

KEY TAKEAWAYS

Misconfigurations are as dangerous as unpatched
vulnerabilities, Passive recon alone yielded
employes Pl and full infrastructure mapging.
Active monitoring and hardening (parameterized
quaries, disabled debug mode, key-based S5H)

prevented full compromise.

Critical 1 High Medium




