
DREXEL CYBERSECURITY INCIDENT RESPONSE

We created Standard Operating Procedures (SOPs) for the following:
Compromised Accounts Incidents
Risk Response Plan

Phishing Incidents
Malware Incident
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Our Objective
This project simulates Drexel University’s Information Security team by developing an incident response and risk

management framework for a higher education environment. The goal is to create a structured process for
identifying, containing, and resolving cybersecurity incidents affecting university systems, accounts, and data, with

a focus on threats such as phishing, malware, and compromised accounts.​

Severity Classifications

Risk Matrix

How risk is calculated for an incident

Likelihood Levels

Impact Criteria

Risk Score = Likelihood x Impact

NIST Incident Response Cycle

The NIST Incident Response Lifecycle is a step-by-step framework
used to go through the steps from identifying to closing incidents. 

Phishing Incident Example

Statement of Work
The purpose of this project is to design a

structured incident response and risk
management framework, which is tailored to

Drexel University’s digital environment 

Standard Operating Procedure

Phishing Analysis Workflow

Security Awareness & Training Plan
The plan establishes preventive security education tailored to
students, staff, and administrative users, addressing common

threats such as phishing, malware, weak passwords, and
compromised accounts. It defines training topics, delivery

methods, training frequency, effectiveness measurements, and
continuous improvement procedures to strengthen the

university’s overall security posture and reduce future incidents.
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