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Drexel’s College of Computing -
& Informatics Findings

- From our tests we found several small-medium sized risks that could impact
S B CCI operations or the confidentiality of any information they store, as well
as vulnerabilities in physical access that may require further investigation.

Per out agreement with CCI our specific findings are confidential, but they
generally involve:

« Physical security vulnerabilities leading to unauthorized access to some
areas of the CCI building

« Missing security headers on the CCI domain

* Headers on the CCI domain that could leak software names and version
numbers

« Outdated software or servers within CCI domain

CCI Building, 3675 Market Street Philadelphia PA 19104
Why assess CCI’s security?

« Regularly handles sensitive student info and research data

« Ethical and legal responsibilities to comply with data protection

« Breaches could impact school’s credibility/reputation i vion esiom o ot
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« Ensure the cybersecurity stature of CCI and its environments
« Protect any exposed student, faculty, or research information
« Protect testing environments and virtual resources

« Identify potential vulnerabilitites within CCI infrastructure MethOds alld TOOIS
« Identify weaknesses in physical access within CCI building

« Report on recommendations to mitigate any deteceted vulnerabilities
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